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Disaster Preparedness & Response 
 

Are You Ready? 
 

Ralph V Collipi Jr CIH, CHMM, CPEA 

Director, EH&S Technical Support 

Presenter
Presentation Notes
Hello, my name is Ralph Collipi and I am the Director for the Technical Support staff for AT&T Environment, Health and Safety Organization.  Thank you for inviting  me to speak at this session.  Today I would like to speak about disaster preparedness and response and some of the key elements that should be considered when establishing and exercising business continuity and disaster response plans.  
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• Regulatory Drivers 

• Disaster Program Guidance 

• Emergency Management Structure 

• Levels of Activation 

• Health & Safety Plan Topics 

• Disaster Worker Types 
– HAZWOPER 
– Secondary Responder 
– Restoration Workers 

• Exercising Disaster Preparedness and Response 
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Overview 

Presenter
Presentation Notes
This talk has been structured to talk first about some of the regulatory drivers that are in place that pertain to disaster work.  These requirements come from a variety of federal, state and local agencies.  Also of importance are some of the topics and activities that require program guidance to protect workers and ensure compliance with law.  The most important part of any disaster response is the management structure that is in place to  command and coordinate the response activites and resources needed.  The management structure also helps to deal with span of control issues and establishing an interface with outside agencies and organizations.  Disasters come in a variety of events and sizes so it is important to establish levels of activation so that the support structure needed is not too small or too big to effectively manage the event.  There are a variety of natural and man-made events that can impact business operations and it is important to have a health and safety plan in place for each of those.  The type of disaster response needed can determine what level of training is needed for response workers and we have identified three levels of responders who perform different  kinds of tasks in different kinds of work environments.  Finally, some information about how to exercise disaster preparedness and response so that an organization is ready when they are suddenly faced with a real event.
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29 CFR  

1910.38 Emergency Action Plans 

1910 Subpart D - Walking Working Surfaces (ladders, floor & wall 
openings, scaffolding) 

1910 Subpart F – Powered Platforms, Manlifts, Vehicle Mounted 
Platforms 

1910.95 – Noise 

1910.120 – HAZWOPER 

1910 Subpart I - PPE, Respiratory Protection 

1910 Subpart J – Sanitation, Temporary Labor Camps, PRCS, LOTO 

1910 Subpart K – Medical and First Aid 

1910 Subpart N – PIT, Cranes, Derricks, Helicopters, Slings 

1910 Subpart P – Hand Tools and Portable Power Tools 

1910 Subpart Q – Welding, Cutting & Brazing 

1910.268 – Telecommunications 

1910 Subpart S – Electrical 

1910 – Subpart Z – Toxic & Hazardous Substances 
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Regulatory Drivers - OSHA 

Presenter
Presentation Notes
Some important regulatory drivers are in place that impact disaster response and work activities.  From an OSHA standpoint, this is a highlight of the general industry standards since those are the main ones that apply to the telecommunication industry, but there may be other OSHA construction standards that apply as well.  Emergency action plans are required for facilities where there are 11 or more employees.  Ladder use is subject to Subpart D as is working around floor and wall openings and scaffolding work.  Powered platforms. Bucket truck and aerial lifts are covered in Subpart F.  Use of portable and stationary standby engines may requires certain workers to be placed into a hearing conservation program.  Response to some kinds of hazardous materials incidents may requires HAZWOPER training, equipment and procedures.  Subpart I outlines the requirements for PPE and respiratory protection.  Subpart J covers sanitation, potable water, temporary labor camps, such as a tent city and working in permit required confined spaces.  Medical and first aid requirements are in place for those working in remote locations or those performing hazardous work such as working in manholes or on poles and towers.  Work involving powered industrial trucks cranes, derricks, helicopters and slings are subject to the provisions of Subpart N.  The provisioning and use of hand tools and portable power tools must follow the requirements in Subpart P and welding, cutting and brazing operations  are regulated by Subpart Q.  The provisions in the telecommunication standard obviously still apply as well as Subpart S which outlines requirements for working safely around electrical circuits and energized equipment.  The use of chemical materials and guidelines for occupational lead exposure associated with cable mining operations can be found in Subpart Z.
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49 CFR 

Part 40 – Drug & Alcohol Testing Requirements 

Part 382 – Drug & Alcohol Testing Procedures 

Part 383 – Commercial Driver License 

Part 390 – Federal Motor Carrier Regulations 

Part 392 – Driving Commercial Motor Vehicles 

Part 393 – Parts and Accessories 

Part 395 – Hours of Service 

Part 397 – Transportation of Hazardous Materials 
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Regulatory Drivers – DOT 

Presenter
Presentation Notes
The Department of Transportation also has important regulations in place related to driving and the transportation of hazardous materials.  The requirements for drug and alcohol testing of drivers can be found in Part 40 while the requirements for the actual testing procedures can be found in Part 382.  Part 383 outlines the requirements for commercial driver licenses and although the federal guidelines trigger these requirements at a combined gross vehicle weight of greater than 26,000 pounds some states have established lower vehicle weight triggers.  Federal motor carrier regulations are outlined in part 390 and requirements for drivers of combined gross vehicle weights between 10,000 and 26,000 pounds are found in Part 392.  Parts and accessories that are needed for commercial vehicles are outlined in Part 393.  Part 395 established hours of services rules for drivers, but in most instances utility restoration vehicles are exempt from this provision.  Part 397 has important provisions on the transportation of materials of trade outlining that a maximum of 440 pounds of hazardous materials can be transported in order to perform work in the field.   This rule is particularly important when transporting small amounts of fuel for portable generators.  In this case, diesel fueled engines are best because the MOT provision will actually allow the transportation of up to 119 gallons of diesel in a tank that is secured to the bed of a truck and protected from impact.
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40 CFR  

Parts 60, 85, 89, 94, 1039, 1065 and 1068 - Standards of Performance 
for Stationary Compression Ignition Internal Combustion Engines  

Part 63 National Emission Standards for Hazardous Air Pollutants for 
Stationary Reciprocating Internal Combustion Engines 

Part 112 Oil Pollution Prevention; Spill Prevention, Control and 
Countermeasure Plan Requirements 

Part 122 Final National Pollutant Discharge Elimination System 
(NPDES) General Permit for Storm Water Discharges From 
Construction Activities 

Part 450 Effluent Limitations Guidelines and Standards for the 
Construction and Development Point Source Category 

Parts 261, 262, 264, 265, 270 and 271 - Hazardous Waste Treatment, 
Storage and Disposal Facilities and Hazardous Waste Generators 

State and Local Requirements 
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Regulatory Drivers – EPA 

Presenter
Presentation Notes
EPA requirements are also of interest because they outline operational and emissions requirements for stationary and portable engines.  Although many smaller portable engines may not be subject to these requirements this can vary by state since the states are tasked with establishing programs to comply with the new source performance standards.  Parts 60, 63, 85, 89, 1039 and 1068 pertain to the use of standby engines.  Per part 112, SPCC Plans are required for many telecom installations and also for the deployment and operation of temporary fueling stations.  Part 122 covers water discharges and storm water discharges that can be associated with trenching and excavation operations. Broken batteries must be managed as hazardous waste and the transportation of that waste is further regulated by the DOT.  Intact batteries can be managed with less regulatory stringency as universal waste which is beneficial from both a cost and compliance perspective.  



© 2011 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property. 

• EH&S Considerations for Disaster Preparedness and 
Response 

• Restoration Worker Training 

• Recommended Equipment for Emergency Workers Deployed 
In a Disaster Area 

• Restoration Worker Safety Procedures 

• Health and Safety Considerations for Tent City 

• Deployment and Operation of Portable Kitchens 

• Restoration of Facility Water Distribution Systems after a Boil 
Water Notice 

• Deployment and Operation of Temporary Fueling Stations 

• Reconnaissance Procedures 

• Damage Assessment Data Collection 
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Disaster Program Guidance 

Presenter
Presentation Notes
So what kind of EH&S guidance is needed for those whose job responsibilities involve disaster response?  Well certainly an overall program that outlines roles and responsibilities when it comes to compliance with EH&S requirements during disaster deployment and work.  Is PPE and safety equipment stockpiled, tested and ready to go?  How will workers get information about travel, changing conditions and hazard concerns with the event?  What equipment should workers bring with them to a deployment?  Have the workers been trained in disaster restoration work and are they equipped and are they familiar with established work practices and procedures?  If a tent city is needed to house response workers and locally displaced families, have all the provisions been made for including food. potable water and sanitation?  If the local water purveyor has issued a boil order how will you restore your facility potable water systems and disinfect piped in coffee makers and ice makers?  Is fuel available for your response vehicles?  Can one really count on the local supply chain for their fuel supply.  If temporary fueling stations are deployed, how will they be secured and operated?  What kind of reconnaissance is needed in the field  and what data is collected and how is it reported back to the Command Center?
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Level 1 - Localized Outage/Damage 

• Local Response Center 

• Business As Usual 

• Restoration By Local Teams 

Level 2 - Outage Exceeds Capacity of Local Teams 

• Emergency Operations Center  

• Deployment of Outside Resources 

Level 3 - Regional Incident 

• Network Operations Centers - Monitors Outages, Establishes Priorities 

• Management of Multiple EOCs 

Level 4 - Major Event 

• Global Command Center 

• Deployment of Extensive Resources and Coordination 

• Executive Engagement 
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Management Structure & Activation 
Levels 

Presenter
Presentation Notes
It is critical to have a management system in place for oversight of any event.  Even on a local level it is important to monitor progress and understand the tasks and resources that are needed to complete the job.  When the magnitude of the event exceeds local resources, it may become necessary to activate en Emergency Operations Center to manage the response.  Activation of one of more EOC’s will generally involve the deployment of resources from outside the local area which can significantly complicate the response logistics.  Regional disasters will require close monitoring by one of more network operation centers to prepare, prioritize work and provide resources.  This may also require  oversight of multiple EOC’s to better manage the span of control needed for a widespread event.  A global command center is important to ensure that senior leadership is engaged, updated and tasked with clearing the way for access to the disaster area and overcoming obstacles that can impede the restoration work.
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AT&T 3CP — Command, Control & 
Communications 

AT&T 3P – Preventive, Predictive, Proactive 

Presenter
Presentation Notes
GNOC 3P (Preventive, Predictive, Pro-Active) 3P process collects, identifies, and evaluates the consolidated network view of any high risk network vulnerabilities in a particular area and to develop a mitigation response plan. The mitigation plan is to reduce the customer service disruption and to reduce and/or eliminate any network service affecting incidents with an immediate managed restoration plan. In addition to ensuring a response plan to any adverse events the team also reviews and addresses issues such as capacity and infrastructure and physical reliability. This process is used for such events as National Special Security Events (NSSEs), political conventions, the Olympics, high profile sporting events and hurricane/storm preparations. Each entity has established a SPOC to the 3P process to provide the network and network support details to the GNOC. The GNOC then consolidates that information for a corporate wide network mitigation response plan. 
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Flooding 

Hurricanes 

Wildfires 

Winter Storm 

Earthquake 

Volcanic Activity 

Pandemic  
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Health and Safety Plan Topics 

Tornadoes 

Landslides 

Chemical/Biological Release 

Oil Spill Response Operations 

Nuclear Power Plant Event 

Terrorist Attack 

Presenter
Presentation Notes
A variety of events can cause disruption of business operations so it is important to have a plan in place for each.  Health and safety plans for disaster workers should be specific for the type of event and should also include information on the specific hazards associated with the actual event.Man-made disasters such as the Gulf Oil spill, pandemic and nuclear power plant events have presented some new challenges for disaster planning.  A severe event like a volcanic eruption  or nuclear power plant event may also pose a situation where restoration is not possible so in those cases, an extended plan for business continuity needs to be in place.  
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September 2008 — Hurricane Ike 

Satellite COLT at on the Bolivar Peninsula 

Network office recovery on 
Galveston Island 

Presenter
Presentation Notes
NDR Assets Deployedfour ECVs �(Emergency Communications Vehiclesone Satellite COW and three Satellite COLTstwo microwave radio trailersone access trailertwo command centers
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HazMat Technician 
• 40-Hr Initial / 8-hr Annual Refresher 

• Telecommunications Work in HazMat Impacted Areas 

 
Secondary Responder (Recon) 
• Leader-Led Training – OSHA Disaster Site Worker Program 

• AT&T -  Classroom, Hands-On And Field Exercises 

• Target Workers that Respond Once Area is Cleared by 

 Local Authorities 

 
Restoration Worker  
• Target Workers who Respond After Secondary Responders 

•  On-Site Disaster Awareness During Deployments 

•  Use of Business As Usual Practices and Procedures  
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Types of Disaster Workers 

Presenter
Presentation Notes
The type of disaster work performed will dictate the level of training needed.  Those that respond to hazmat situations require HAZWOPER training if responding in Level A or Level B protection where supplied breathing air and/or fully encapsulated suit .  This kind of work requires repeated hands-on training to develop competency and confidence.Those that are first in to perform reconnaissance and  building survey work once the areas have been cleared by local emergency responders do not require HAZWOPER training, but may have to work in Level C protective equipment so a respiratory protection program may have to be implemented.  These responders should have additional training to make them aware of safe work practices for working in a disaster impacted area.Restoration workers are those that respond to perform the restoration work once the disaster area has been secured and work priorities have been established.  Most of these workers are have sufficient training from their business as usual work , but daily safety briefings for workers being deployed to the field are important.

http://ndr.web.att.com/pr/photos_2009/Q1_Houston/2009Q1 Exercise/content/index_5.html�
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AT&T Network Response 
 
3,000 technicians (24x7) 
 
200 construction contractors 
(24x7)  
 
2,800 generators  
 
62,000 gallons of gas, 75,000 
gallons of diesel and 13,000 
gallons of propane to fuel 
generators.  
 
$250,000 grant to fund mobile 
Internet access centers, support 
for evacuation centers, and safety 
message sent on behalf of U.S. 
Centers for Disease Control. 
 
NDR deployments for wireless and 
wireline recovery. 
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September 2008 — Hurricane Ike 

Presenter
Presentation Notes
AT&T Restoration and Support By The Numbers: 3,000 technicians �200 construction contractors�2,800 generators �62,000 gallons of gas, 75,000 gallons of diesel and 13,000 gallons of propane to fuel generators �$250,000 grant to fund mobile Internet access centers �50 of 54 stores in Houston and SE Texas are open Wireless service restored on all of Galveston Island; drive tests show near-normal call completions across storm-affected area. Wired voice, data and entertainment service disruptions from power loss mitigated with deployment of 2,800 generators.More than 3,000 technicians and more than 200 construction contractors continue working day and night to repair damage. $250,000 grant to fund mobile Internet access centers in affected areas, supplementing free Wi-Fi access at coastal Hot Spots, free voice, data and entertainment services in evacuation centers, safety message sent on behalf of U.S. Centers for Disease Control.
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Site Level 

• Building Emergency Evacuation Plan 

• Emergency Coordinator and Emergency Action Team 

• Periodic Evacuation Drills 

Organizational Level 

• Business Continuity Plans 

• Restoration Teams 

• Table Top Exercises 

Management Level 

• Table Top Exercises with Emergency Management Agencies 

• On-site training with federal, state and local emergency agencies 

• Participation in FEMA National Level Exercises (NLE) 
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Exercising Disaster Preparedness 
and Response 

Presenter
Presentation Notes
Exercising disaster plans is an important part of process improvement.  It is better to experience and address lessons learned during a training or exercise session than during a real event.  On a site level buildings with 11 or more occupants are required to have an emergency action plan and an established emergency team.  The plan must be exercised regularly and kept up to date.  If an event interrupts business as usual operations does the organization have a contingency plan that enables them to continue their critical operations until full restoration is completed.  Table top exercises are an important planning tool that will help organizations to identify gaps, improve their plans and be better prepared.  Interaction and participation with emergency management agencies provides a great opportunity to have a dialogue with officials to better understand each other’s abilities and needs.  Joint training exercises with agency personnel may be possible as part of live on-site training or by participating in and tracking NLE exercises on-line.
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AT&T 3P — Proactive, Predictive, 
Preventive 

2010 Winter Olympics 

Hurricane Preparedness 
High Profile Events 

U.S. Presidential Inauguration 

High Profile Events 
Super Bowl XLV 

Presenter
Presentation Notes
GNOC 3P (Preventive, Predictive, Pro-Active) Super Bowl Detail:GNOC Coordination across U-Verse, Wi-Fi, GNFO, Mobility, NCC, Asset Protection, Corporate Communication and Cyber Security Millions investment in network enhancements for Cowboys Stadium. Cowboys stadium has one of the largest distributed antenna systems (DAS) in the nation.   Equipment installation to a temporary Outdoor DAS that consisted of five additional network zones that provided added coverage in the stadium parking lot. DAS, Cells on Wheels (also known as COWs) and enhanced coverage at teams practice fields and Cowboys HQ (Valley Ranch, SMU and TCU).This provided additional capacity to cell sites in the vicinity of the stadium and serving the facilities where the teams practiced. 43K + devices seen on 3G network. 930K + SMS messages transacted.
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AT&T Network Disaster Recovery 

Specially Designed Recovery 
Equipment 

The team has conducted 61 field 
technology recovery exercises since 1992. 
AT&T has made a $600 million investment 
in over 320 trailers and support vehicles  

containing network technology, 
infrastructure, and support elements. 

Presenter
Presentation Notes
Upon deployment, the NDR team is able to take an empty space and turn it in to a functional Network Site with an MTO of 168 hours.  2009 Updates:The addition of several new vehicles to the NDR fleet, including four new technology recovery trailers, a van-based NDR command center, a power distribution trailer, and an administrative trailer.The evolution of AT&T’s NDR engineering application, which provides technicians in the field with the ability to re-engineer AT&T central offices that have been damaged.Upgrades to NDR’s Emergency Communications Vehicles, as well as the addition of portable emergency communications satellite units.
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